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1 Introduction

1.1 Background

Online Security has become a widely discussed topic nowadays, with the main reason being the

contribution of cyber-attacks and ransomware. The publicś concerns about security are rising,

and this can be evidenced by the increased number of surveillance camera throughout the years.

Research from Clarion Security Systems indicates that from 2012 to 2022, there was a 238.16%

increase in the number of CCTV cameras in London Boroughs, with an estimated total of over 7

million CCTV cameras in the UK [1]. This research takes into account the rise of home CCTV

cameras, doorbell cameras, council investment in CCTV systems, and more commercial CCTV

systems being installed.

The use of surveillance cameras has evolved from eyes to IPs, from analog camera to IP

camera. IP cameras have become a popular option in residential spaces, especially for family

members, pet owners, and others who wish to monitor their home from afar, providing both se-

curity and peace of mind. The ease of use, the ability to stream real-time data and the affordable

price make them an attractive choice not just in homes, but also in commercial environment.

However, just like any other IoT devices, any misconfiguration during the manufacturing or

deployment process can result in an insecure device. According to the National Cybersecurity

Alliance (NCA, 2016), “You can have security without privacy, but you cant́ have privacy without

security.” [2]. There is no “one-size-fits-all” security and privacy answer, it is important for the

manufacturer to accurately identify their usersd́aily usage of the IP camera and apply appropriate

security measures [2]. It is also crucial for end-users to be aware of the security settings of IP

cameras, which they can adjust to enhance the security of the device, and to further protect

themselves. The purpose of this research is to analyse the implications of publicly available IP

camera data and provide guidance on how to protect privacy and improve security in the rapidly

growing IoT environment.

1.2 Motivation

As the technology and popularity of IoT devices rise, their security concerns become an inevitable

topic. Within the categories of IoT, the security of IP cameras is the most crucial, not only

because IP cameras are IoT devices and massive distributed denial-of-service (DDoS) attacks

like Mirai [3] are powerful, but also because of the substantial amount of sensitive information
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they provide and the severe consequences if compromised. It is noteworthy to see that the general

public becomes more used to the presence of IoT devices, there appears to be a trend of general

opinion that the conveniences of IoT devices come with the price of insecurity and the leakage of

information, which is erroneous. The security awareness of both users and manufacturers should

be improved to correct this view. Standards and regulations should also be adjusted to improve

the security of IoT devices, specifically IP cameras.

1.3 Aims and Objectives

This project investigates how publicly accessible data of IP cameras on Shodan, an online search

engine that scans for devices connected to the Internet and collects information about them,

affects the device owners and the general public. The objective of this project is to gain a

comprehensive understanding of the privacy and security challenges in the IoT era, with a focus

on the impact of Shodan on IP cameras. By integrating insight from multiple disciplines, this

project aims to propose a holistic strategy for responsible security practices across the IoT

lifecycle – manufacturing, deployment, usage and regulation.

1.4 Project Outline and Structure

To achieve the aims and objectives discussed in section 1.3, this research is broken down into

smaller objectives:

• Literature Review: This project will begin by reviewing existing literature, related to IoT

devices, IP cameras, and existing research related to Shodan.

• Review standards, policies, and regulations: The standards, policies and regulations related

to IoT will be reviewed in this section.

• Data collection: This project will focus on the publicly accessible footages of IP cameras

on Shodan. These images will be collected using commands.

• Data Analysis: The publicly accessible data of IP cameras found on Shodan will then be

analysed and examined. This analysis will focus on two key areas:

– The extent to which this data exposure intrudes on individualś privacy.

– How malicious actors could exploit this data.

• Evaluation: Using the results of the data analysis, this project will then evaluate the

effectiveness of the standards, policies, and regulations reviewed in the literature review

section.
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• Recommendations: Based on the findings, the project will conclude with proposing rec-

ommendations to improve responsible and secure practices throughout all stages of IoT

lifecycle.

1.5 Research Questions

This research aims to answer the following questions:

• RQ #1: To what extent does publicly accessible data from IP cameras listed on Shodan

expose individuals’ privacy, even if the data itself is not personally identifiable?

The footage of IP cameras available on Shodan will be analysed in the Data Analysis

section. Even the data is not PII, the footage might reveal information about a userś daily

activities or the layout of their properties. This kind of information can be combined with

other data like IP/street view to identify individuals.

• RQ #2: How does the discoverability of IP cameras on Shodan impact the attack surface

for malicious actors?

Shodan allows attackers to identify cameras with no authentication using a simple fil-

ter “has_screenshot:true AND RTSP/1.0”. by analysing the metadata of the vulnerable

cameras, attackers can easily identify specific types of IP cameras, their locations and po-

tentially their configuration. Shodan can also reveal vulnerabilities like outdated firmware,

or unpatched system. Based on the literature review of Shodan, this will be discussed in

the Evaluation section.

• RQ#3: How can industry standards, policies and regulatory frameworks for IoT device help

in mitigating the risks associated with publicly accessible IP camera data on platforms like

Shodan? What are the changes required to ensure responsible practices across the entire

IoT lifecycle?

Based on the review of existing standards, policies, and regulations and the result of eval-

uation related to IoT devices will be used to identify the gap between existing regulations

and real-world IoT security challenges.

• RQ #4: What mitigation strategies can be applied to address the identified challenges?

A holistic approach will be proposed, including how regulatory bodies, manufacturers,

and users can collaboratively contribute to mitigating the risks associated with publicly

accessible IP camera data.
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2 Literature Review

In recent years, the adoption of IoT devices has grown significantly. According to research

report by IoT Analytics [4], there were 14.4 billion connected IoT devices in 2022 and is estimated

to reach 29.7 billion by 2027. The rise of IoT devices has transformed household appliances into

a network of interconnected smart devices, bringing various benefits in all areas of life. Among

these devices, IP cameras have become increasingly popular and ubiquitous, providing not only

homeowners but also business owners with surveillance and security. However, the availability of

search engines like Shodan, which index network-connected devices, has raised concerns about

potential vulnerabilities and privacy issues with these IoT devices. In order to discuss the privacy,

security, and socio-technical issues associated with the use of Shodan in the context of IP cameras,

this section focuses on existing literature on IoT devices, IP cameras, and Shodan.

2.1 Internet of Things Infrastructure

Before diving deep into IP camera, which is a type of IoT device, it is important to explore

the fundamentals of IoTs. This section examines the IoT landscape with a focus on surveillance

devices and the importance of security for IoT devices.

NIST defines internet of things (IoTs) as the network of interconnected ecosystem of devices

equipped with hardware, software, firmware and actuators that connect, interact and exchange

data [5]. The IoT ecosystem mainly includes two types of devices: sensors that collect data and

actuators that control the physical devices. GPS and ECGs device are examples of IoT sensors,

which read and collect the data from the surrounding. On the other hand, a motor in a valve

of an air conditioner is an example of IoT actuator, which transforms the signal and energy into

motion.

A large-scale empirical analysis of IoT devices on home networks worldwide was conducted

by Kumar et al. [6] in 2019. The researchers collaborated with Avast Software and used data

from one of their IoT-focused software called WiFi Inspector, leveraging internal network scans

of 83 million IoT devices in 16 million homes worldwide. The dataset was analysed and broken

down into 14 types of devices, 11 of which were considered IoT devices. Surveillance devices (e.g.,

IP cameras) were among the IoT device types included in this research. The origin countries of

the dataset were also broken down into 11 regions, defined by the ISO 3166-2 standard. Table

2.1 illustrates part of the results presented by Kumar et al. [6].

Table 2.1 shows that North America had the highest density of IoT devices of any region,
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Table 2.1: Percentage of surveillance devices in homes with at least one IoT device [6]

Region
% of homes that have at least

one IoT device

Surveillance devices

% of homes % of devices

North America 71.00% 3.90% 3.70%

South America 34.40% 4.60% 13.30%

Eastern Europe 25.70% 2.50% 14.00%

Western Europe 57.20% 3.80% 5.60%

East Asia 30.80% 2.20% 9.10%

Central Asia 17.30% 2.40% 30.30%

Southeast Asia 21.70% 7.80% 37.00%

South Asia 8.70% 4.10% 54.50%

N. Africa, M. East 19.10% 5.20% 28.50%

Oceania 49.20% 3.00% 5.30%

Sub-Saharan Africa 19.70% 2.80% 18.00%

with 71% of homes having at least one IoT device, compared to the global median of 40.2%. In

contrast, South Asia had the lowest density at 8.7%. Despite North America having the highest

density of IoT devices, only 3.7% of North American IoT devices were surveillance devices.

This research also suggests that there were significantly more surveillance devices in Eastern

Europe than Western Europe (14% versus 5.6% of IoT devices in homes). However, surveillance

devices accounted for 54.5%, 37%, and 30.3% of devices in South, Southeast, and Central Asia,

respectively, which were significantly higher than North America, Eastern Europe and Western

Europe.

A bibliometric study of IoT literature from 2000 to 2019 was performed by Wang et al. [7].

They concluded that security, management and privacy are dominant themes and are becoming

increasingly important. This is also supported by Farhan et al. [8], who concluded that security,

privacy and trust are critical factors for IoT applications. Farhan et al. also suggest that security

measurements should be taken when packets are routed through different devices and links on the

internet so that the confidentiality and integrity of the data is not compromised [8]. Elgazzar et

al. [9] suggested that with the rising trends in sensor data analytics, access control, transparency

of data collection, security, user and data privacy pose grand challenges in IoT devices.
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2.2 The Security of IP Cameras

There are many studies focused on the security of IP cameras that echo the same idea: stronger

security features should be implemented by the device manufacturer. For example, Abdalla et

al. [10] investigated the security weaknesses of a specific brand of wireless IP cameras (Intelligent

Onvif YY HD) and showed that the device has various flaws and weaknesses, including default

credentials and lack of encryption. In this section, the related work on the security of IP cameras

is discussed.

Seralathan et al. [11] analysed the existing security features and weaknesses of IP cameras.

The brand name and model of the IP camera are not mentioned in the research. They used

Nmap and Wireshark to collect and analyse data. They found that the IP camera used unen-

crypted communication, resulting in sensitive data being transferred in plaintext. The default

credentials were attached to the device surface and after adding the device to the mobile ap-

plication, the credentials were stored in plaintext within the application and could be retrieved

when traffic was captured using tools like Wireshark. The RTSP URL used to stream data

was predictable and there was no authentication required. Exploiting these vulnerabilities could

result in unauthorised access to data, and potentially allowing attackers to use the device as a

botnet. Some security recommendations were made, including the use of encryption protocol,

applying authentication to the RTSP protocol, and the use of encryption to store credentials.

Alharbi and Aspinall [12] analysed and compared the security measures of five different smart

cameras from various perspectives, including communication methods, smart camera devices,

web interface settings, and Android applications. They also developed a systematic analysis

framework for assessing domestic smart cameras. Their analysis revealed a wide range of vul-

nerabilities across all components, such as non-encrypted video stream, default password, lack of

password policy and account lockout mechanisms, and over-privileged Android application with

unnecessary permissions. They pointed out that these vulnerabilities indicated that security was

not a priority for vendors. Furthermore, the security measures of the devices did not match the

advertisements, which gave an impression of high security and privacy oriented.

More recently, Herodotou and Hao [13] analysed the security of IP-based hidden cameras,

and presented a systematic analysis of a generic IP camera module. Using reverse engineering

techniques, they discovered that the JSON command system used by the Android application

to communicate with the camera was highly vulnerable. By exploiting these vulnerabilities,

they were able to bypass authentication and gain unauthorised access, which allow them to

read configuration values, access live streaming, download arbitrary file and shadow file. They

also discovered that a chain of bash scripts were executed during the start-up procedure of the

camera, which contains vulnerable code and can be exploited to perform remote code execution
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on the camera with superuser privileges. The researchers demonstrated proof-of-concept attacks

to eavesdrop on the audio and video streams, retrieve videos stored on the camera, retrieve the

Wi-Fi passwords of the user's home network, and run a reverse shell script on the camera device

which could potentially turn the device into part of a botnet.

While the research mentioned above focused on the software and the communication between

Android applications and IP cameras, Almazrouei et al. [14] focused on the hardware layer of an

IP camera (VAVA Outdoor Camera). They examined the circuit board and were able to identify

the communication protocol as UART because the manufacturer kept the labelling on the circuit

board. They were then able to interact with the system using a USB-to-UART serial cable and

start the device in safe mode. After entering safe mode, they modified system boot-up scripts

and gained root access. With root access, they were able to modify the authorised SSH keys file

and establish a SSH connection to the device from the internal network.

Many reports [15], [16], [17] have expressed the public concerns about the insecurity of IP

cameras. Xu et al. [18] showed that despite the public concerns regarding IP cameras having

weak security and the possibility of infringing user privacy, there was an incredible number of

IP cameras found to have empty or null passwords. They analysed data from insecam.org, a

website listing insecure IP cameras all over the world. The data was collected from September

25, 2017 to October 12, 2017. Their research showed that there were about 20,000 to 25,000

active cameras shown on insecam each day. As of this writing (March 23, 2024), there are 4640

live cameras listed on insecam, with footage and IP addresses available, which can be seen as an

indicator of improved security for IP cameras.

2.3 RTSP and its Security

The Real-Time Streaming Protocol (RTSP) is an application level protocol for controlling the

delivery of real-time data, such as audio and video [19]. There are many other protocols for IP

cameras, for example, HTTP, ONVIF, WebRTC, RTMP. This section discusses why RTSP is

widely used and what strengths make it irreplaceable and ubiquitous in IP cameras.

The Open Network Video Interface Forum (ONVIF) Streaming Specification stated that

any devices providing real-time streaming of video, audio and metadata, shall support media

transfer using RTSP [20]. Moreover, most systems, even if they do not use RTSP as the primary

streaming protocol, support RTSP as a fallback or secondary streaming protocol [21].

A comparative study of HTTP and RTSP for streaming services was conducted by Firman-

syah et al. [22]. Their results are summarised as shown in Table ??.

Another comparative study between RTSP and WebRTC was conducted by González et al.

[23]. With a focus on the communication establishment of each protocol, RTSP shows slower
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Table 2.2: Results of the comparative study of HTTP and RTSP [22]

RTSP HTTP

Delay Lower Higher

Throughput Higher Lower

Packet loss Higher Lower

Memory Usage Higher Lower

Power Usage No difference

performance for connection establishment than WebRTC.

Nuñez and Toasa [24] compared the performance of RTMP, RTSP and HLS protocols on

mobile network. In their research, HLS showed the best stability in performance but was resource

consuming. RTSP had the lowest RAM and battery consumption, however, the performance was

unstable. RTMP had a better performance than RTSP but was the worst in terms of resource

consumption.

Aloman et al. [25] compared the performance of MPEG-DASH, RTSP and RTMP. They

concluded that RTSP had the lowest latency but suffers in Quality of User Experience (QoE)

due to packet loss. MPEG-DASH and RTMP had a lower packet loss rate. MPEG-DASH

delivered higher QoE than RTSP, but lower than RTMP.

The studies above explain why RTSP is still widely used despite the existence of better

options. This is because the most important security property for an IP camera is availability.

An IP camera should always be able to show the video and audio data in “real-time” or with the

lowest possible latency. Additionally, long battery life ensures the availability of the IP camera's

data [22], [24]. With the focus on availability as the top priority, packet loss and user experience

quality become secondary concerns [23], [25]. This is also why most of the IP cameras keep

RTSP as a fallback solution – to guarantee availability. As RTSP is almost a must-have feature

in IP cameras, the remainder of this section focuses on the security of RTSP.

A commonality among all existing literature that focused on security analysis of IP cameras,

including the one discussed in Section 2.2, is the discoverability and predictability of the RTSP

URLs, which can be used to retrieve live videos from the devices. TCP port 554 is frequently

found open without proper security measures [10], [11], [12]. A large scale empirical investigation

of IP cameras with no password protection was carried out by Xu et al. [18] also suggested that

TCP port 554 (used by the RTSP service) is commonly opened and could be easily exploited by

attackers as a pivot point to the internal network.

This vulnerability allows attackers to use a simple Nmap brute-force attack to find the RTSP

URL of an IP camera. If thedefault password remains unchanged and no security measures are
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Table 2.3: List of RTSP URLs of some of the most popular IP camera brands.

Brand RTSP URL

AXIS Communications rtsp://<ip>/axis-media/media.amp

BOSCH rtsp://<ip>/rtsp_tunnel

Dahua
rtsp://<username>:<password>@<ip>:<port>/cam/realmonitor?

channel=<channelNo>&subtype=<typeNo>

Hanwha Vision rtsp://<ip>:<port>/LiveChannel/Channel/media.smp

Hikvision rtsp://<ip>:<port>/Streaming/Channels/<id>

Intellinet rtsp://<ip>/video.mp4

Panasonic rtsp://<ip>/nphMpeg4/<id>

Samsung rtsp://<ip>:<port>/LiveChannel/0/media.smp

Siemens rtsp://<ip>/img/video.asf

applied, the attacker will be able to gain unauthorised access to the live video stream using a

password brute-force attack. Table 3.3 below shows the list of RTSP URLs for some of the most

popular IP camera brands [26], [27].

Whilst RTSP is a commonly used protocol in IP cameras, its security concerns are often

overlooked by manufacturers and users. Section 2.4 explores how online search engines like

Shodan can be leveraged to identify and potentially exploit these vulnerabilities.

2.4 Shodan

Shodan, an online search engine that scans for devices connected to the Internet and collects

information about them, has slowly become the researchers' favourite toolkit when conducting

large-scale analysis because of its convenience, especially for researches related to the industrial

control systems (ICS) and IoT because of their discoverability and criticality. Similar to insecam,

Shodan also has the ability to discover vulnerable IP cameras, using the same technique of

detecting non-password-protected devices [28], [29]. The remainder of this section will focus on

the applications, advantages and disadvantages of Shodan.

Genge and Enăchescu [30] developed a Shodan-based passive vulnerability assessment tool

for Internet-facing services, ShoVAT. The experiment was performed on 1501 services in 12

different institutions and 3922 known vulnerabilities were able to be discovered. Phan et al. [31]

developed an immersive visualisation tool, ShodanVR to visualise text records from Shodan's

database. Ercolani et al. [32] used Gephi, a network graphs visualising and analysing tool, to

visualise data collected using Shodan and proposed a methodology to identify SCADA devices.

Rae et al. [33] assessed the effectiveness of device hardening using Shodan and tools like
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ShoVAT. They concluded that ShoVAT is a powerful and thorough tool for vulnerability scanning

and assessment within the IoT landscape. Shodan API has integrated with existing security

systems which makes it easier to manage and address vulnerabilities. In contrast, this integration

also makes life easier for less experienced hackers to compromised devices.

Shodan claims that they crawl the entire Internet at least once a week and an on-demand

scan can be performed immediately using the API [34]. Bodenheim et al. [35] evaluated the

ability of the Shodan search engine in 2014. They deployed four internet-facing programmable

logic controllers (PLCs) and showed that all four PLCs were initially scanned by Shodan in less

than four days and Shodan was able to index all four PLCs within 19 days. They expressed

concerns regarding the easy discoverability of ICS systems on Shodan and proposed mitigating

strategies like service banner manipulation [35].

Chen et al. [36] evaluated Shodan scans through a honeypot analysis. They concluded

that Shodan scans the entire Internet at lease every 66 hours and focuses on scanning common

ports below 10000, only some specific service related ports that are over 10000 were scanned.

They observed a significant increase in traffic on honeypots after they were indexed by Shodan,

they suggested that it could be due to attackers exploiting Shodan to capture ICS information.

For mitigation, they suggested that blacklisting Shodan scanner IPs and deploying an Intrusion

Detection System (IDS) to identify and block Shodan scan traffic would help.

Das and Tuna [37] suggested that Shodan can be used alongside with IP-based location

identifier tools and web mapping services to obtain location information. They suggested that

there is a high potential that personal information which should be kept private may be captured

and used for illegal purposes.

2.5 Conclusion

In conclusion, the review of various literature highlights the importance of recognising the security

threats associated with IP cameras and their discoverabilities on search engines like Shodan. The

studies [10], [11], [12], [13] have extensively explored the vulnerabilities and risks associated with

IP cameras, for example, default passwords, unencrypted protocols, and the discoverability of

RTSP URLs. These studies support the urgent need for security awareness among manufacturers

and users, encryption protocols along with password policies and authentication methods should

be mandatory.

Research [33], [35], [36] shows that vulnerabilities of certain ICSs and IoT devices can be

detected using Shodan, which raises concerns about the exposure of sensitive systems. In order

to mitigate these risks, several strategies have been proposed, such as service banner modification,

blacklisting Shodan scanner IPs, or implementing IDS.
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Besides, the use of Shodan alongside with geolocating tools and services also raises privacy

concerns because any person’s personal data can be disclosed and used for malicious purposes [37].

As a result, security measures, including the proactive steps taken from users and manufacturers

to restrict access to private IP cameras, as well as implementation or revision of relevant standards

and regulations are required.

However, the contribution of Shodan as an online search engine should not be disregarded. It

helps researchers to understand the security landscape and assists with detecting, tracking, and

exposing vulnerable devices around the world. Moreover, its comprehensive database enables

researchers to gain insight into the security posture and potential risks of some specific devices

and systems, including IP cameras, IoT devices and industrial control systems.

Shodan also helps in vulnerability management and risk management. Security professionals

are able to detect vulnerable devices and their vulnerabilities within their networks using the

on-demand scanning function of Shodan. Researchers are able to identify trends, vulnerabilities

and potential threats, and take proactive action to secure their systems and networks.

Shodan's capabilities and ease to use are a double-edged sword. While researchers and se-

curity professionals leverage Shodan to identify vulnerabilities and assess risk, it also provide

valuable information for attackers to locate and exploit vulnerabilities. Responsible use of plat-

form like Shodan and continuous improvement of security practices in the IoT industry are crucial

for mitigating the risks associated with interconnected devices.
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3 Review of Standards and Legislation

3.1 Standards

This section discusses two of the industrial standards specifically designed for IoT devices man-

ufacturing: ISO/IEC 27402:2023 [38] and NIST IR 8259 [39]. ISO/IEC 27402:2023 focuses on

securing the hardware and software aspects of IoT devices, whereas NIST IR 8259 focuses on

activities such as planning, defining use cases in the pre-market phase, and communicating with

customer in the post-market phase.

3.1.1 ISO/IEC 27402:2023 — IoT security and privacy — Device baseline

requirements

ISO/IEC 27402:2023 [38] provides comprehensive baseline ICT requirements for IoT devices to

ensure they support security and privacy controls. The standard contains two parts: documen-

tation and configuration requirements.

For documentation requirements, ISO/IEC 27402:2023 specifies that a set of thorough policies

and documentations should be established, including risk management, vulnerability disclosure

and handling processes.

For configuration requirements, ISO/IEC 27402:2023 specifies a list of features that the de-

vices shall provide to support controls for security and privacy, and these features should be

clearly listed and made publicly available. Clause 5.2.2.1.1 specifies that only authorised entities

shall be able to modify the configuration settings of IoT devices. Clause 5.2.4 states that if IoT

devices stores user data, a deleting function should be provided to remove user data stored in

any type of memory, restricted to authorised entities only. Clause 5.2.5.1.1 specifies that data

at rest and in transit should be protected from unauthorised access, modification and disclosure.

Clause 5.2.5.1.4 specifies that cryptography shall be used to protect data. For IoT devices that

support software updates, clause 5.2.7.1.1 states that update shall be performed using a secure

procedure and initiated by authorised entities.

3.1.2 NIST IR 8259 — Foundation Cybersecurity Activities for IoT Device

Manufacturers

NIST IR 8259 [39] describes activities that manufacturer should consider performing both before

and after IoT devices are sold to customers.
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In the pre-market phase, NIST IR 8259 suggests that manufacturers should identify target

customers and clearly defined expected use cases, including understanding the interaction of

IoT devices with the physical world and how will they be managed and accessed. Furthermore,

NIST IR 8259 recommends that manufacturers address customers’ needs and goals and plan for

adequate support both in hardware and software.

In the post-market phase, NIST IR 8259 suggests that manufacturers should communicate

with customer. This involves identifying the information customers require and establishing an

adequate way to deliver that information. Additionally, NIST IR 8259 recommends that manu-

facturers should define processes and procedures for customer support, end-of-life management,

and define expectation for IoT device lifespan.

3.2 Legislation

In this section, the laws and regulations related to IoT devices, specifically IP cameras, are

reviewed and discussed. Table 3.1 summarises the results.
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3.2.1 General Data Protection Regulation

After Brexit, the EU GDPR no longer applies to the United Kingdom. The United Kingdom

has incorporated the EU GDPR into United Kingdom law as the UK GDPR. In practice, there

is little change to the core principles, rights and obligation [40].

In the GDPR, personal data is defined as: “information that relates to an identified or

identifiable individual.” [41]. Biometric data is classified within the special categories of personal

data, which are subject to a higher level of protection. Household IP cameras are often placed

in residential areas, which implies a high likelihood of capturing biometric data, such as faces

and fingerprints.

As a result, IP cameras manufacturers who designed the OS and determined overall function-

ality, are data controllers under GDPR. Also, mobile application providers that provide apps for

users to access and view the footages of the IP cameras, are data processors under GDPR.

3.2.2 EU Cybersecurity Act

The EU Cybersecurity Act [42] established an EU cybersecurity certification framework for prod-

ucts and services that all certification schemes must adhere to. However, the requirements and

methodologies suggested in the Act are often ambiguous. Phrases such as ‘meet the correspond-

ing security requirements’, ‘evaluated at a level intended to minimise the risk of state-of-the-art

cyber attack’ are frequently used without specifying the baseline criteria.

3.2.3 NIS 2 Directive

In 2023, the EU adopted a new version of the Network and Information Security Directive, also

known as NIS2 [43]. The aim of this directive is to strengthen cybersecurity capabilities at a

national level, with a focus on critical infrastructures. While IoT devices are implemented in

different critical infrastructures, often called Industrial IoT or IIoT, e.g. temperature or water

level sensors, and are crucial to monitor and control entire industrial processes, they do not fall

within the scope of this project, which focuses on residential IP cameras.

3.2.4 The Cyber Resilience Act

In March 2024, the Cyber Resilience Act (CRA) [44] was approved by the European Parliament.

This act mandates cybersecurity requirements for manufacturers and developers of products with

digital elements, including both hardware and software. Once the proposal is formally adopted

and enters into force, economic operators and Member States will have 36 months to adapt to

the new requirements.
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One significant impact of the CRA is that it mandates any products with digital elements,

such as laptops, smartphones, sensors and cameras, routers, ICS, OS, firmware, apps, games,

software libraries and CPUs, to be compliant. This means that IP cameras and their mobile

applications fall into this category, and it is the obligations of manufacturers, importers and

distributors to ensure compliance with the CRA.

The Act specifies essential cybersecurity requirements relating to the properties of products

and vulnerability handling. Products shall ensure protection from unauthorised access by ap-

propriate control mechanisms. The product shall also be designed, developed and produced to

limit attack surfaces. Manufacturers shall identify and document vulnerabilities and compo-

nents contained in the product, address and remediate vulnerabilities without delay, including

by providing security updates.

The Act also specifies the information and instructions that should be made public to the

user, including the point of contact where information about cybersecurity vulnerabilities of

the product can be reported and received, the intended use, the security environment provided

by the manufacturer, the product’s essential functionalities and information about the security

properties.

Non compliance can be subject to fines of up to 15 million EUR or 2.5% of the total world

wide annual turnover, whichever is higher. It is a less severe penalty compared to GDPR, which

results in fines of up to 20 million EUR or 4% of the total world wide annual turnover, whichever

is higher.

3.2.5 The California Consumer Privacy Act

The California Consumer Privacy Act (CCPA) [45] applies to any for-profit business that does

business in California and either have a gross annual revenue of over $25 million USD; buys,

sells, or shares the personal information of 100,000 or more California residents or households;

or derives 50% or more of their annual revenue from selling California residents’ personal infor-

mation.

The Act gives California residents the right to know what personal data is being collected,

the right to delete, and the right to opt-out of sale. The Act also specifies the responsibilities

of businesses, including responding to consumer requests to exercise these rights and giving

consumers certain notices explaining their privacy practices.

However, California residents cannot sue businesses for CCPA violations. A business can

only be sue under CCPA if there is a data breach under certain circumstances, for example,

personal information was stolen in a data breach as a result of the business’s failure to maintain

reasonable security procedures and practices to protect it.
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3.2.6 The California Privacy Rights Act

The California Privacy Rights Act (CPRA) [45] is an amendment to the CCPA. It adds new

consumer rights, such as, the right to correct inaccurate personal information that a business

has about the consumer, and the right to limit the user of collected personal information.

3.2.7 The California IoT security Law (SB-327)

The California IoT security Law [46] applies to IoT device manufacturers that sell in California.

The Law mandates manufacturers of connected devices to ensure that the devices are imple-

mented with reasonable security features appropriate to the nature and function of the device,

and to the information it may collect, contain, or transmit. Connected device means any device

that is capable of connecting to the Internet, directly or indirectly. Such device must be as-

signed a unique preprogrammed password or require new users to create a new password before

first-time access to the connected device.
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4 Threat Modeling

In this chapter, qualitative methods are used to identify threats and define related mitigation

strategies as shown in Figure 4.1. First, the use cases are defined. The system components and

threat targets are then derived based on the use cases. Following this, a data flow diagram of the

use cases is created. Then, the STRIDE security threat modelling framework is used for security

threat analysis and the LINDDUN privacy threat modelling frameworks is used for privacy threat

analysis on IP cameras and their exposure on Shodan. Finally, potential mitigation strategies

are defined to address the identified threats.

Figure 4.1: Threat Modeling Methodology

4.1 Related Work

Many researchers surveryed the security and privacy requirements for IoT and IIoT systems and

offered various solutions to address the security requirements.

Asif et al. [47] analysed the security threats of IoT-enabled Precision Agriculture Systems

using STRIDE method and identified fifty-eight security threats which need to be controlled.

Khan et al. [48] presented a comprehesive STRIDE-based threat modelling for cyber physical

systems. They highlighted the significance of securing the system at the component level based

on the STRIDE-per-element analysis.

AbuEmera et al. [49] identified threats in smart manufacturing systems using STRIDE

approach and concluded that 79% of the identified threats was critical and high.

LINDDUN threat modelling approach was also used by Nweke et al. [50] to identify privacy

threats of National Identification Systems with the consideration of standards and regulations.

Robles-González et al.[51] conducted a LINDDUN-Based privacy threat analysis of identifica-

tion and authentication processes. They proposed a more precise modelling of the identification
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and authentication processes which allows analysing more specific privacy threats.

4.2 Use Cases

The use case involves a user viewing IP camera footage via a website. First, the user opens the

website on their device and enters login credentials. The website then verifies the credentials with

the IP camera. Access is granted upon successful authentication, and connection is established

with the IP camera, allowing user to view live or recorded footage stored on the IP camera.

Once the user finishes viewing the footage, they either log out or close the session. Following

assumptions are made for the use case:

• The IP camera is accessible over the internet.

• The IP camera has no authentication enabled.

• The IP camera has no access controls implemented.

• The footage is stored on the IP camera.

Based on the use case and assumptions above, a separate use case can be deduced, which

involves Shodan indexing and storing information of publicly accessible IP, allowing its user to

view the information. First, the Shodan scan engine scans and accesses the IP camera. Because

the IP camera has no authentication and access control mechanisms in place, Shodan scan engine

is able to capture the footage from the IP camera, index and store the footage in Shodan database

alongside with the IP of the IP camera. A Shodan user then queries Shodan database and the

results are returned to the user. If the Shodan user search the IP of the IP camera, they will

be able to view the footage and learn that this is a publicly accessible IP camera. Following

assumptions are made for this use case:

• Shodan does not require its user to login in order to query.

• Shodan scans the internet once a week.

4.3 Assets / Threat Targets Identification

Based on the defined use case describes in Section 4.2, threat targets are identified as shown in

Table 4.1.
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Table 4.1: Assets/Threat Targets

4.4 Data Flow Diagram

Figure 4.2 represents the data flow diagram of the use case describes in Section 4.2. Below is the

detailed description of each step:

• Step 1: A legitimate user of the IP camera attempts to log in to the IP camera. The login

details, i.e., username and password, are sent to the IP camera using the Login process.

• Step 2: The Login process verifies the login details.

• Step 3: The IP camera returns the result of the verification. If correct, the user is authen-

ticated and authorized to access the IP camera.

• Step 4: The IP camera captures real-time footage and sends the captured footage to the

Store Data process.

• Step 5: The Store Data process sends the footage to the IP camera database.

27



• Step 6: After logging in, the user sends search queries to the Search Footage process.

• Step 7: The Search Footage process sends the queries to the IP camera database.

• Step 8: The Search Footage process selects the footage selected by the user.

• Step 9: The IP camera database returns the result to the Watch Footage process.

• Step 10: The Watch Footage process sends the selected footage to the IP camera user.

• Step 11: The Shodan Scan Engine scans the IP camera and attempts to log in to the IP

camera.

• Step 12: If successful, the footage is returned to the Shodan Scan Engine.

• Step 13: After receiving the footage, the Shodan Scan Engine sends the footage to the

Index and Store Data process.

• Step 14: After indexing and storing the data, the footage is stored in the Shodan database.

• Step 15: A Shodan user sends search queries to the Search IP process.

• Step 16: The Search IP process sends the queries to the Shodan database.

• Step 17: The Shodan database returns the footage data to the Watch Footage process.

• Step 18: The Watch Footage process returns the footage to the Shodan user.
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Figure 4.2: Data Flow Diagram for IP Camera Use Case

4.5 STRIDE Threat Modelling

The STRIDE threat model is used to identify security threats. It is a systematic method that

analyse security threats against system components and represents the threat categorisation, i.e.,

Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of

Privilege [52].

4.5.1 Security Threats Mapping

For the use case describes in Section 4.2, Table 4.2 shows the threats-DFD elements mapping

based on STRIDE approach. The “X” in the table indicates a potential threat to the system.

4.5.2 Security Threats, Consequences and Mitigation Strategies

Fifteen security threats are identified based on the mapping in Table 4.2. Table 4.3 shows the

identified threats, the corresponding consequences and proposes mitigation for each threat.

29



Table 4.2: Security Threats Mapping Based on STRIDE Mapping Template

Table 4.3: Identified Security Threats, Consequences and Mitigations
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4.6 LINDDUN Threat Modelling

The LINDDUN privacy framework is used to conduct privacy threat modelling for the use case

described in Section 4.2. LINDDUN is used to systematically analyse privacy threats in a sys-

tem. LINDDUN stands for the different categories of privacy threats: Linking, Identifying,

Non-Repudiation, Detecting, Data Disclosure, Unawareness and Unintervenability, and Non-

Compliance [53].

4.6.1 Privacy Threats Mapping

Table 4.4 shows the threats-DFD elements mapping based on LINDDUN approach. The “X” in

the table indicates a potential threat to the system.

Table 4.4: Privacy Threats Mapping Based on LINDDUN Mapping Template

4.6.2 Privacy Threats, Consequences and Mitigation Strategies

Sixteen privacy threats are identified based on the mapping in Table 4.4. Table 4.5 shows

the identified privacy threats, the corresponding consequences and proposes mitigation for each

threat.
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5 Preliminary Testing

5.1 Purposes and Approach

The purpose of conducting a preliminary test prior to the main research is to identify the best

methods for this project. This initial experiment was conducted to evaluate the feasibility of

analyzing the level of privacy leakage when using pre-trained Convolutional Neural Network

(CNN) models to analyze images.

Places365 [54], a pre-trained CNN model with a training set of 1.8 million images, is used to

conduct the preliminary test. The model is downloaded and run locally, and 10 images were col-

lected randomly on Shodan. These images were used in the analysis based on their characteristics

of being Indoor or Outdoor, Commercial or Residential, and Daytime or Nighttime.

5.2 Results and Analysis

Even though Places365 has a training set of 1.8 million images, it seems like the accuracy and

confident level of the results are not high. Table 5.1 shows the results of 4 selected daytime

images out of the 10 test images.

Place365 suggests that example 1 is an image of a restaurant patio with a confidence level of

10.4%, while it actually is a fast-food restaurant.

For example 4, Place365 suggests that there is a 42.3% of chance that it is a outdoor kennel,

a 4.9% chance that it is a driveway, and a 3.8% chance that it is a loading dock.

Compared to daytime images analysis, nighttime images were also selected for analysis. Table

5.2 represents the results of 4 selected nighttime images out of the 10 test images. The overall

confident level of nighttime images are generally higher than daytime images. However, the

accuracy of the results seem to be lower.

Places365 suggests that example 5 is an image of a pharmacy with a confidence level of 19.2%,

while it is actually a convenience store given that there are 2 refrigerators shown in the image.

Places365 also suggests that example 7 is an image of a closet with a confidence level of

77.2%. The images shows an indoor hallway with coats hanging and personal items. There is a

wooden door in the image but it is uncertain whether it is a closet or not.
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Table 5.1: Preliminary Testing Daytime Results

Table 5.2: Preliminary Testing Nighttime Results
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5.3 Impact on Research Design

The results of the test images do not meet the expectations as they are non-descriptive and low

accuracy. The Place365 model works by identifying items in the images to determine the scene.

The output is the determined scene only, without description, making it difficult to understand

what is in the image just by reading the output. The accuracy is generally low, possibly due to

the quality of the images. The test images are IP camera footage from Shodan, it is possible

that images are being compressed during the process which reduces the quality of the images,

leading to low accuracy.

ChatGPT-4o is considered due to its ability its ability to analyze images and output de-

scriptions. ChatGPT-4o is able to take an image as input, analyse the image, and provide a

description of the uploaded image. ChatGPT-4o is also more accessible than Place365, which

requires knowledge of coding, while ChatGPT-4o is accessible through a browser and does not

require any coding knowledge.

Example 1 and 5 are used to compare the results of Place365 and ChatGPT-4o. Table 5.3

shows the results. ChatGPT-4o describes the setting, layout, items and equipment, lighting and

quality, environment of the images very clearly. It allows reader to understand what the images

contain without looking at them.

Table 5.3: Places365 vs. ChatGPT-4o
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6 Research Methodology

6.1 Research Design and Approach

The research design and approach aim to focus on the technical weaknesses of IP camera, specif-

ically focusing on what information a third party can obtain merely by accessing the footage

available online. The results are used to help answer RQ#1 and RQ#2:

• RQ #1: To what extent does publicly accessible data from IP cameras listed on Shodan

expose individuals’ privacy, even if the data itself is not personally identifiable?

• RQ #2: How does the discoverability of IP cameras on Shodan impact the attack surface

for malicious actors, and what specific vulnerabilities are most readily exploited?

The research uses a combination of quantitative and qualitative approaches. First, quanti-

tative approach and descriptive statistics are used for data collection, data analysis, summarise

data, and describe the main features of the dataset. Then, qualitative approach is used to ver-

ify the accuracy of the results and perform further analysis of the content in the images. The

methodology is described in Figure 6.1.

Figure 6.1: Research Methodology

First, data is collected from Shodan using command line. Next, ChatGPT-4o is trained with

appropriate instructions and the collected data is sent for analysis. The IP addresses of the

IP cameras are converted into location in the format [city, region, country] using Python. The

results are then summarised into a table. For qualitative analysis, a few images are selected

based on their categories for further analysis. The results are then summarised and reviewed.

6.2 Implementation

This section provides an overview of the data collection and analysis methodologies used in this

research, including the specific techniques and tools used for data collection, and the methods
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used to interpret and analyse the data.

6.2.1 Data Collection

Shodan provides a command-line interface (CLI) [55] and Python library that allow users to

execute commands with the their API key. Since it is only possible to download search results

using either the CLI or the offical Python library for Shodan, and a free user account do not

support the use of CLI and Python library, an academic membership account is used in this

research.

This research focuses on the IP cameras within the United Kingdom. In order to find vul-

nerable IP cameras, below search query is used:

r t sp /1 .0 has_screenshot : true country : gb

The query ‘rtsp/1.0’ searches for devices with RTSP version 1.0 enabled. Since RTSP is com-

monly used in IP cameras, it is expected that the query will return a list of IP cameras. The

query ‘has_screenshoot:true’ searches for devices that have a screenshot available in the Shodan

database, this could include footage from IP cameras, desktop screenshots, or lock screens from

computers or servers. The query ‘country:gb’ searches for devices with IP addresses located in

the United Kingdom. Combining these queries, the full query returns a list UK-based IP cameras

with RTSP 1.0 enabled, for which Shodan has a screenshot of the device available in its database.

At the time of conducting the research, there were a total of 622 results. The following CLI

command was used to download and output the results into a file ‘results.json.gz’:

$ shodan download r e s u l t s r t sp /1 .0 has_screenshot : true country : gb

The file ‘results.json.gz’ was then parsed and converted to images using the following com-

mands:

$ shodan parse r e s u l t s . j s on . gz

$ shodan convert r e s u l t s . j s on . gz images

6.2.2 Data Cleansing

It was notable that when reviewing the data, there was a significantly large number of duplicate

results, such as footage from the same camera taken in different times of the day, as well as

outdated footage that was over a year old.

Shodan claims that it crawls the internet once a week [34]. To ensure the accuracy and

relevance of this research, it was decided that only footage taken within a week of the research

date would be included and analysed. This method ensures that all IP cameras are operational

and active at the time of conducting research. Additionally, it allows for an assessment of what
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information a third party might obtain if given access to IP camera footage that is no more than

a week old. By analysing recent footage, this research can evaluate the potential risk and privacy

implications associated with IP camera footage more effectively.

Data was cleaned based on the timestamp on the image and the last online date of the device

on Shodan. During the data cleansing process, it was observed that some footage appeared to

be taken from the same camera but had different IP addresses, with the last online date of one

being more recent than the other. Therefore, because most of the residential IP addresses are

allocated dynamically,it is deduced that Shodan may cache the images captured from the same

device under old IP address, and only update or clean the cache within a certain time interval,

which could potentially allow a third party to gain more information about a specific area.

After the data cleansing process, the total number of results was reduced from 622 to 281.

This significant reduction suggests that Shodan stores a substantial amount of screenshots from

devices that are either no longer alive, or have changed IP addresses. This information could

potentially allow a malicious actor to profile a specific IP camera.

6.2.3 Data Analysis

ChatGPT-4o was used the analysed the cleaned data. Due to the limitation of a ChatGPT free

account, which restrict the number of attachments a user can upload and the number of requests

a user can make using ChatGPT-4o within a specific time frame, a ChatGPT Plus account was

necessary for handling the analysis accurately and efficiently.

The model is trained with instructions before starting the analysis. Below instructions were

used to ensure the accuracy and relevance of the results.

Analyse attached images and export the results into a CSV file. The CSV should

contain below columns:

1. Residential or commercial. You should specify whether the image is from a

residential property (e.g., a house) or a commercial property (e.g., a super-

market).

2. Reason. You should provide the reason why the image is residential or com-

mercial.

3. Indoor or outdoor. You should tell whether the image was taken indoor or

outdoor. Put unknown if you are uncertain.

4. People present in the photo. You should also tell whether or not there are

people in the photo.

5. Detailed description. This should include the full content of your analysis.
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ChatGPT-4o was also tested for converting IP addresses into locations. However, the accu-

racy and the responding time were slow. Therefore, a Python script was used instead to convert

IP addresses to locations.

This was feasible because the format of the downloaded image filename is ‘ip-port.jpg’. The

Python script was used to create a list of IP addresses from the collected data, send HTTP request

to ‘http://ip-api.com/’, parse the responses, return a string that includes the city, region, and

country, and append the results into a text file. To ensure that the rate limit of the API is not

exceeded, the script sends 2 requests per second using the Python ‘time.sleep’ function. Below

is a snippet of the code that takes an IP address as input, sends HTTP request to ‘http://ip-

api.com/’, parse the response, and returns a string that includes the corresponding city, region,

and country of the IP address.

def get_location_by_ip ( ip ) :

try :

r e sponse = reque s t s . get ( f ’ http :// ip−api . com/ j son /{ ip } ’ )

data = response . j son ( )

i f data [ ’ s t a tu s ’ ] == ’ su c c e s s ’ :

return f "{data [ ’ c i t y ’ ] } , ␣{data [ ’ regionName ’ ] } , ␣{data [ ’

country ’ ] } "

else :

return "Locat ion ␣not␣ found"

except Exception as e :

return str ( e )

The results of converting IP addresses into locations are then integrated with the image

analysis results for further analysis. The results of the analysis are described in Chapter 7.

6.3 Ethical Considerations

This research was conducted with adherence to the professional standards outlined in the code of

conduct established by the British Computer Society, The Chartered Institute for IT [56]. Below

are some of the key excerpts taken from the document that are directly relevant to the conduct

of this research.

• "have due regard for public health, privacy, security and wellbeing of others and the envi-

ronment."

39



• "have due regard for the legitimate rights of Third Parties."

• "only undertake to do work or provide a service that is within your professional compe-

tence."

• "carry out your professional responsibilities with due care and diligence in accordance with

the Relevant Authority’s requirements whilst exercising your professional judgement at all

times."

• "NOT disclose or authorise to be disclosed, or use for personal gain, or to benefit a third

party, confidential information except with the permission of your Relevant Authority, or

as required by Legislation."

• "NOT misrepresent or withhold information on the performance of products, systems or

services (unless lawfully bound by a duty of confidentiality not to disclose such information),

or take advantage of the lack of relevant knowledge or inexperience of others."

• "accept your personal duty to uphold the reputation of the profession and not take any

action which could bring the profession into disrepute."

6.3.1 Confidentiality and Privacy

Data were stored in an encrypted hard disk securely that is accessible only to the research team.

This research does not include any analysis of personal identifiers to protect individual privacy.

6.3.2 Exploitation

The software and services used for conducting the research on IP cameras do not attempt to:

• Connect to the IP camera.

• Login to the IP camera.

• Exploit vulnerabilities of the camera.

• Access hidden URLs of the IP camera.

6.3.3 Information Disclosure

Since this research uses publicly available information from the internet and does not reveal of

exploit vulnerabilities of any IP cameras, there is no risk of exposing information that could

disclose vulnerabilities.
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6.4 Limitations of the Methodology

While this methodology provides insights into the security and privacy issues of IP camera

footage on Shodan, it is important to acknowledge that there are limitations exist in this research

methodology. Understanding these limitations are crucial as they could affect the interpretation

of the results and impact the accuracy of assessing the validity and reliability of the findings.

6.4.1 Data Accuracy and Completeness

The data downloaded from Shodan may not be accurate or complete. Some IP addresses could be

outdated or have incorrect information, which affects the accuracy and reliability of the location

data. By analysing only footage taken within a week of the research date helps to improve the

data accuracy and completeness to some extend, but does not eliminate the limitation completely.

6.4.2 Image Quality

The image quality also affects the accuracy of the analysis. For example, some footage has

low resolution and some was taken during nighttime, which makes it difficult to analyse the

image accurately due to lack of details. This limitation is mitigated by training ChatGPT-4o

to return ‘Unknown’ for any images that it cannot analyse due to resolution and clarity issues.

The approach ensures that for uncertain image, ChatGPT-4o returns ‘Unknown’ rather than

providing inaccurate results.

6.4.3 Dynamic Assignment of IP addresses

The dynamic nature of residential IP addresses means that their allocation changes frequently.

This suggests that there may be a mismatch between the IP address location at the time the

data was collected and analysed, and the actual location at the time the footage was captured

by Shodan.

6.4.4 API Limitations

The accuracy of the locations relies on the IP geolocation API from ‘http://ip-api.com/’. The

geolocation data may not be accurate and there could be request rate limits. While some level

of geolocation data inaccuracy is inevitable, the rate limits restraint was managed by employing

the Python ‘time.sleep’ function to ensure that only 2 requests per second were sent.
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6.4.5 Data Coverage

This research focuses on IP cameras located in the United Kingdom, which means the collected

sample may not fully represent of the global IP camera landscape. This limitation implies that

the findings of this research only reflect the security and privacy issues unique to the United

Kingdom, rather than providing a comprehensive view of IP cameras worldwide. Therefore, the

results should be interpreted with the understanding that they may not apply to other regions

with different user behaviours, security and privacy awareness levels, standards, and regulations.
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7 Results

In this chapter, 281 images downloaded from Shodan are analysed and summarised into a

table using ChatGPT-4o. The full results are shown in Appendix A.

7.1 Top 10 Cities With The Most Occurrence

Table 7.1: Top 10 Cities With

The Most Occurrence

Out of the 281 analysed images, the top 10 cities with the

most occurrence are shown in Table 7.1. It appears that

London had the most insecure cameras at the time of data

collection. Considering that London is the largest city in the

United Kingdom with over 8.9 million people living there

[57], London may have a higher density of IP cameras and,

therefore, a higher density of insecure IP cameras. The con-

centration of insecure cameras in specific cities like London

suggests the possibilities of targeted attacks against these

areas. Specific security measures and awareness campaigns

targeted in these locations may help to mitigate security and

privacy risks.

7.2 Distribution of IP Camera

This section discusses the distribution of IP cameras by residential/commercial, indoor/outdoor,

and the presence of people. It aims to provide an understanding of how IP cameras are deployed

across different environments and usage scenarios, as well as identifying pattern and trends.

7.2.1 By Residential and Commercial

Figure 7.1 shows the distribution of IP camera by residential and commercial properties in

percentage and the total count of each category. The number of IP cameras placed in residential

properties is almost six times greater than those in commercial properties. This suggests that in

the United Kingdom, IP cameras are more commonly used for remote monitoring of the house.

Whereas in commercial properties, property owners may be more likely to hire professional

CCTV installation teams instead of installing IP camera themselves due to the specific needs

and security requirements of commercial environments. Some commercial properties may even
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require their cameras to be integrated with security infrastructure, such as gates. Also, it is

important to secure value assets and the safety of customers and employees in a commercial

environment. CCTV or IP cameras installed by professionals are generally more secure due

to the higher standards and legal obligations they must adhere to, such as due diligence and

regulatory compliance.

It is noticeable that there are 29 IP cameras in the Unknown category. This is potentially

due to dark images taken at nighttime, lack of details, low resolution, and unclear images, which

make it difficult for ChatGPT-4o to perform accurate analysis. ChatGPT-4o was trained to

return ‘Unknown’ if it is uncertain about the scene. This ensures that the analysis maintain

a high level of accuracy and that ChatGPT-4o does not attempt to analyse images with poor

quality, which helps to reduce the number of inaccurate results.

Figure 7.1: Distribution of IP Camera by Residential and Commercial

7.2.2 By Indoor and Outdoor

Figure 7.2 shows the distribution of IP camera by indoor and outdoor settings in percentage and

the total count of each category. The number of IP cameras placed outdoors is over 1.5 times

greater than those placed indoors. This suggests that in the United Kingdom, IP camera users

prioritise monitoring and securing the surrounding of their properties. By placing IP cameras

outdoor, property owners able to detect potential intruders, monitor entry points of the property

such as gates and doors, and record and provide evidence of any suspicious activities around the

property. The higher distribution of outdoor IP cameras also suggests that the growing awareness

of the importance of the external security measures, as well as internal measures.

7.2.3 By Residential/Commercial and Indoor/Outdoor

Table 7.2 presents the total counts of the distribution of IP camera by residential or commercial

properties and indoor or outdoor settings. It shows that the total counts of both residential

outdoor IP cameras and commercial outdoor IP cameras are greater than residential indoor
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Figure 7.2: Distribution of IP Camera by Indoor and Outdoor

and commercial indoor IP cameras. The fact that residential outdoor IP cameras constitute

the majority of the sample supports the point made in Section 7.2.2 that the awareness of the

importance of the external security measures is growing in the United Kingdom, especially among

the general public.

This pattern indicates that compared to commercial properties, which are likely to have

more robust security measures in-house, such as hardened doors and gates, alarm systems for

intruders, and 24/7 guards, residential property owners are more likely to invest in external

security measures, such as placing IP cameras outdoors. This could be due to the lack of indoor

security measures and possibly the difficulty of implementing indoor security measures.

Furthermore, the accessibility, affordability, and easy installation of IP cameras have provided

a cost-effective and simple way to enhance security for homeowners. Also, the advancement in

IP camera technology, such as weather resistance and night vision capability have made them

more reliable for outdoor monitoring.

The count differences between residential indoor and residential outdoor, and commercial

indoor and commercial outdoor are roughly the same, with outdoor cameras being twice as many

as indoor cameras. This consistent pattern across both residential and commercial properties

highlights a boarder trend of prioritising the safety of the surrounding environment. This further

suggests that both residential and commercial property owners acknowledge the importance of

monitoring and securing the surrounding of their properties.

Table 7.2: Distribution of IP Camera by Residential/Commercial and Indoor/Outdoor
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7.2.4 By The Presence of People

Figure 7.3 shows that among 281 samples, there are 268 images with no people present and

13 images with one or more people present. This significant difference could be due to various

reasons such as empty scene because of the time of the day when the images were taken. It also

indicates that the majority of IP cameras are likely placed to monitor unoccupied areas where

people are not expected to present.

Figure 7.3: Distribution of IP Camera by the presence of people

7.2.5 By Indoor/Outdoor and Presence of People

Table 7.3 suggests that among 281 samples, 8.33% of indoor images have people present, whereas

3.21% of outdoor images have people present. This suggests that indoor IP cameras are more

likely to capture images with people than outdoor IP cameras. This meets the expectation

since indoor IP cameras are commonly used to monitor places where human activity is frequent,

while outdoor IP cameras are typically used to monitor entry points and the surroundings of the

properties, where human activity is less frequent.

Table 7.3: Distribution of IP Camera by Indoor/Outdoor and Presence of People
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7.3 Qualitative Analysis on Selected Samples

To test the accuracy of the analysis and identify anomalies, seven results have been selected for

further analysis based on their categories. The selected images and the corresponding ChatGPT-

4o results are shown in Table 7.4. These include Sample-4, an outdoor residential scene with

people present; Sample-85, an indoor commercial scene with people present; Sample-187, an

indoor residential scene with no people present; Sample-188, an unknown scene; Sample-269, an

outdoor commercial scene with people present; Sample-36 and Sample-273, two anomalies that

require further analysis.

Table 7.4: Seven Selected Images For Further Analysis
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7.3.1 Sample-4

Sample 4 is an image with the filename 2.30.82.201-554.jpg, downloaded from Shodan. The result

of the Python script used to convert IP addresses into locations suggests that this IP address is

located in Leeds. The images includes an entrance area of a residential property. The ground

is paved with stone slabs and there is grass along the road. It is considered to be a residential

property due to the layout of the fence and the present of a car parked on the road. There

are two individuals present in the image, the person positioned closer to the fence is holding a

cup. It appears that they are both looking at the same object in the same direction, probably

discussing the fence or some objects located close it.

ChatGPT-4o identified it as residential, outdoor, and with people present, described as "The

typical residential entryway with a gate and people present. The photo shows an outdoor entry-

way with paving stones and a fence, with two people standing near the gate.". The identification

and description are accurate but missing details such as the parked car and the behaviour of the

two individuals. The individual holding a cup has a tattoo on the right forearm, which may be

used to identify identity.

Table 7.5: Sample-4 Results

7.3.2 Sample-85

Sample-85 has a filename of 81.134.6.207-8554.jpg. The Python script suggests that this IP

address is located in Great Barton. The image suggests an indoor setting with a desk, a chair,

and a vending machine filled with various beverages. There is an individual standing near the

vending machine and facing away from the camera. There are various objects placing on the

desk, including a notebook, a calculator, and an unlocked desktop. The screen of the desktop

displaying what seems to be surveillance footage from other cameras. With the presence of the

desktop, the calculator and two fire extinguishers hanging on the white brick wall, it is suggested

that this is an image with commercial indoor scene.

ChatGPT-4o identified it as commercial, indoor with people present, described as "The photo

shows an indoor area with a vending machine, a desk with office supplies, and an industrial

setup. A person is visible in the foreground, indicating this is a working environment, likely in a
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commercial or industrial setting.". The identification is accurate. However, the description lacks

details. For example, ChatGPT-4o fails to describe the appearance of the individual, who has

short hair and wearing a light gray hoodie, and the presence of two fire extinguishers.

Great Barton has a population of 2000 people only, making it relatively easy to find the exact

location of this image.

Table 7.6: Sample-85 Results

7.3.3 Sample-187

Sample-187 has a filename of 86.172.173.243-554.jpg. The Python script suggests that this IP

address is located in Bedford. The image appears to be a corner of a kitchen, indicating a

residential indoor scene. On the left side of the image, there is a toaster on top of a kitchen

worktop. On the right side of the image, there is a radiator against the wall. A pet bed with

blankets and pillows is placed on the floor, along with a stuffed teddy bear.

ChatGPT-4o identified it as residential, indoor with no people present, described as "The

photo shows an indoor area with a kitchen, household items, and a teddy bear, indicating a

residential area.". The identification and description are accurate. There are not many details

in this image that can be used to identify an individual. However, the purpose of this IP camera

appears to be to monitor the pet, as the pet bed is located in the centre of the camera’s view. If

the pet were captured in the image, this could be used to identify a specific pet in the area and

potentially identify its owner.

Table 7.7: Sample-187 Results

7.3.4 Sample-188

Sample-188 has a filename of 86.174.91.105-554.jpg. The Python script suggests that this IP

address is located in Fulham. The images seems to be captured through a window with blinds.

49



The camera is placed indoor, facing outward, as fences can be identified through the blinds.

ChatGPT-4o fails to identify the scene, with the reason described as "The photo shows

window blinds in low light, making it difficult to determine the setting.". It is appropriate to

classify this image as Unknown due to the lack of details and low light.

Table 7.8: Sample-188 Results

7.3.5 Sample-269

Sample-188 has a filename of 193.237.245.201-554.jpg. The Python script suggests that this IP

address is located in London. The image appears to be taken at a hand car wash business.

The sign at the top says "WELCOME TO SOUTHEND’S PREMIER HAND CAR WASH",

indicating it is located in Southend. The background of the image includes equipment and tools

used for car wash. There are three individuals present in the image, possibly employees. It is

unlikely that the individuals are customers due to no cars are captured in the image.

ChatGPT-4o identified it as commercial, outdoor with people present, described as "The

photo shows an outdoor area of a car wash with workers sitting and resting. The area is well-lit

and organized.". The identification and description are accurate, even though the sign at the top

is not mentioned. The sign indicates that the car wash is located in Southend. In fact, images

from the first Google review result of Google search for "car wash Southend" match the sign in

this image, making it possible to identify the working location of these individuals.

Table 7.9: Sample-269 Results

7.3.6 Sample-36 and Sample-273

Sample-36 and Sample-273 are identified as anomalies during the analysis of the distribution of

IP camera. They are completely dark, yet ChatGPT-4o identified Sample-36 as residential and

Sample-273 as indoor.
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For Sample-36, ChatGPT-4o identified it as residential, unknown about indoor or outdoor

settings, and no people present, described as "The photo is dark, and it is difficult to discern

any details. The dark image indicates night-time, likely in a residential area.". ChatGPT-4o

suggests that it is likely in a residential area without providing any valid reason.

For Sample-273, ChatGPT-4o identified it as unknown whether it is a residential or commer-

cial scene, indoor and no people present, described as "The image is completely dark, suggesting

it might be a garage or storage room with the lights off.". While the possibility of it being a

garage or storage room with the lights off exists, this is not what the image shows and is only a

prediction from ChatGPT-4o.

To confirm the accuracy of dark image analysis by ChatGPT-4o, all dark images and the

corresponding results were reviewed and summarised in Table 7.10. It appears that for other

dark images, ChatGPT-4o identified them as Unknown successfully with description similar

to "The photo is very dark, making it difficult to determine the setting or any details.". It is

unclear why ChatGPT-4o fails to identify Sample-36 and Sample-273 correctly. This issue should

be avoidable by refining the pre-training of the model.

Table 7.10: Dark Samples Results
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8 Discussion

The Discussion chapter aims to explain and interpret the findings, answer the research ques-

tions, and propose mitigation strategies for both technical and social aspects. This chapter dives

into the underlying root cause of the results, providing a detailed analysis of how these factors

contributed to the observed outcomes. The proposed strategies aim to provide a comprehensive,

balanced, and effective approach to mitigate the challenges identified in this project, including

both technical and social solutions, such as advancements in technology, changes in processes,

or policy changes.

The research questions are:

• RQ #1: To what extent does publicly accessible data from IP cameras listed on Shodan

expose individuals’ privacy, even if the data itself is not personally identifiable?

• RQ #2: How does the discoverability of IP cameras on Shodan impact the attack surface

for malicious actors?

• RQ#3: How can industry standards, policies and regulatory frameworks for IoT device help

in mitigating the risks associated with publicly accessible IP camera data on platforms like

Shodan? What are the changes required to ensure responsible practices across the entire

IoT lifecycle?

• RQ #4: What mitigation strategies can be applied to address the identified challenges?

8.1 Level of personal identifiability of the footage

The level of personal identifiability of the footage found on Shodan varies significantly depending

on the content of the footage. It is essential for the image to include people in order to be

personal identifiable. Therefore, footage without people present is not considered to be personal

identifiable. Results show that only 5% of the samples, which amounts to 13 images, have

people present. This low percentage of identifiable images suggests the general anonymity of the

footage available on Shodan in the United Kingdom. However, since the exact data collection

and indexing time of Shodan scan engine are unknown, it is likely that the percentage would

increase if outdoor footage were capture during daytime compared to nighttime, and residential

indoor footage were captured during nighttime when people are more likely to be present.

To answer RQ#1, it is essential to look at the three samples with people present were analysed

in Section 7.3. All three samples are personal identifiable to a certain extent. In Sample-4, it
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is possible to identify a person due to the tattoo on the right forearm. If the pattern is unique,

with the correct use of photo editing apps, it is possible to enhance and clarify blurry photos,

extract the tattoo pattern, and used it to identify the individual.

In Sample-85, it would not be possible to identify an individual just by analysing the image.

However, it is possible to deduce the height and the body size of the individual appearing in

the image. Also, the image was captured from a device located in Great Barton based on its IP

address. Great Barton is a small town with a population less than 2,000 people [58]. Given that

this is a commercial property, it is relatively easy to locate the exact location of this property

and find the individual with a certain body size and height.

In Sample-269, it is clear that the individuals appearing in the image are employees of the

car wash. The fact that images from the first Google review result of Google search for "car

wash Southend" match the sign in this image makes it easy for anyone to visit this car wash in

person and find the individuals.

However, due to the quality of the images, it is unlikely that any personal identifiers can be

identified just by analysing the image. Nevertheless, with the use of the Internet and other tools

like photo editing apps, it is possible to find information that might be related to the individuals

appearing in the images.

From the samples described above, it is obvious that footage from IP cameras listed on

Shodan can significantly expose individuals’ identity and privacy. Although the footage may not

contain personal identifiers or may be too blurry to identify, the context of the footage can often

lead to indirect identification of individuals through observation of surrounding environment,

living patterns, and habits. Also, geolocation data from the footage helps to locate the physical

location of cameras. Combined with other information, such as the living patterns of individuals,

further targeted attack such as stalking can be performed by malicious actors. To mitigate these

risks, it is important to implement technical solution onto the IP cameras, such as encryption

and authentication, as well as policy changes that encourage stricter data protection practices.

8.2 Level of open access to IP cameras found on Shodan

There are 144,712 IP cameras located in the United Kingdom that were found and indexed by

Shodan scan engine at the time of this research. Only 1.9% of these cameras, which amounts

to 281 IP cameras, have footage captured and the last online date within one week. The low

percentage suggests that the majority of the IP cameras have reasonable authentication and

encryption mechanisms implemented.

However, The presence of 281 unprotected cameras indicates that vulnerabilities still exist.

These cameras have no authentication enabled and are at risk of being exploited by malicious
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actors. It is possible that malicious actors gain unauthorised access into the cameras and fur-

ther infiltrate the home networks where the IP cameras are connected to, and conduct further

attack. Once the malicious actors are inside the network, they can potentially compromise other

connected devices, for example, mobile phones, laptops, routers, and install malware or even use

the compromised devices as a bot to conduct extensive cyber attacks such as DDoS attacks.

Furthermore, Shodan also exposes other vulnerabilities such as outdated firmware or un-

patched system, which can be used by the malicious actors to compromise protected IP cameras

with security measures implemented. These vulnerabilities can be exploited to bypass existing

security measures. It is important to keep firmware updated and systems patched to prevent

vulnerabilities from being exploited. Manufacturers play a crucial role in enhancing the security

of IP cameras in both pre-market and post-market phases as NIST IR 8259 [39] suggests.

This findings also highlights the need for user education regarding the security of IP cameras.

1.9% may not seem like a lot, but 281 unprotected cameras means there are 281 households or

shops at risk. Many users may not be aware of the risks associated with unsecured IP and the

consequences of a security breach.

8.3 Legislation and Standards

Industry standards, policies and regulatory frameworks play an important role in helping to

mitigating the risks associated with publicly accessible IP camera data on online platform like

Shodan. They ensure responsible practices across the entire IoT lifecycle.

Industry standards like ISO/IEC 27402 and NIST IR 8259 provides general guidelines for

securing both the hardware and software aspects of IoT devices and communication with cus-

tomers. Adherence to these standards ensure IoT devices have a strong default security settings

and receive regular firmware updates, significantly reducing the risk of unauthorised access and

compromised devices. These standards combined provide a comprehensive framework for robust

IoT security.

However, it is important to note that compliance to these standards is not mandatory. Man-

ufacturers are not legally required to adhere to these standards, which can result in inconsistent

security measures across different IoT devices and IoT manufacturers, leading to certain devices

being more vulnerable to specific types of attacks. Without mandatory compliance, it solely

depends on the commitment of manufacturers to security practices, which may not always be

correct and consistent.

Legislation such as GDPR and CCPA enhances data protection and privacy by enforcing

data controllers and collectors, such as manufacturers, to be compliant and adopt robust security

measure during data collection. Newer legislation, such as The California IoT Security Law and
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The Cyber Resilience Act regulates the hardware and software security requirements of IoT

devices. However, the requirements in these laws are not always specific and often lack clear

definition. This ambiguity can lead to different interpretations and implementations, resulting

in inconsistencies in the level of security provided in IoT devices.

Also, there is a inconsistency across different legislation worldwide. While some regions,

such as the EU, have stricter regulations, others may have more lenient regulations, allowing

malicious actors to target specific regions with more relaxed regulations. This inconsistency

required manufacturers to be compliant with different set of requirements, increasing their costs

to improve the security measures of the devices.

8.4 Mitigation strategy

To address these challenges, a holistic approach that combines user education, manufacturer

responsibility, and regulatory oversight is required. User education can be enhanced by providing

easily accessible resources that emphasise the importance of securing IoT devices and detailing

steps for users to enhance their own devices’ security measures. This includes changing default

passwords, installing firmware updates, and understand the risks associated.

Manufacturers must also take greater responsibility and integrate security features into the

design and production phases of their devices, achieving the goal of security-by-design. This

includes setting strong default and one-time password, ensuring regular firmware updates even in

the post-market phase, and performing thorough security testing before launching the products.

Also, manufacturers should provide clear, easy-to-understand instructions to help users maintain

a high standard of security.

Regulatory oversight also plays a crucial role in establishing, enforcing, and maintaining con-

sistent security standards across different regions. Governments and regulatory bodies should

work together to create harmonised regulations that offer clear guidelines for IoT security, man-

dating essential security measures such as encryption and authentication to set up a baseline

level of security for all IoT devices. Consistent security standards and regulations across differ-

ent regions also helps in international cooperation when dealing with international IoT security

threats. Countries can establish an unified approach to secure IoT devices, making it difficult

for malicious actors to exploit regulatory gaps.
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9 Conclusion

This research aims to investigate the privacy and security implication of publicly accessible

IP cameras available on Shodan using a thorough analysis. The study shows that the widespread

deployment of IP cameras in the United Kingdom, combined with the ease of discovering and

accessing these devices through the internet, presents significant privacy and security risks to

individuals.

Data analysis suggested that a large number of IP cameras were exposed online with in-

adequate security controls. This included IP camera live stream that can be accessed without

authentication, potentially revealing sensitive information about individuals’ daily routines and

the layout of their house or surrounding area. The use of RTSP and similar protocols without en-

cryption implemented makes it easier for malicious actors to exploit the devices for unauthorised

purposes.

Threat modeling using the STRIDE and LINDDUN frameworks identified key security and

privacy threats, highlighting the need for more robust security measures in IP cameras. These

should include encrypted communications, strong authentication mechanisms, and regular up-

dates to address vulnerabilities.

We also examined current standards and regulations governing IoT devices. While frame-

works such as ISO/IEC 27402:2023 and NIST IR 8259 are in place, the analysis revealed that

gaps exist in effectively enforcing these standards across different regions and manufacturers.

The recent adoption of the Cyber Resilience Act in the EU represents a positive step toward

enhancing IoT security, though its practical impact is yet to be determined.

In conclusion, this research highlights the need for increased security awareness among man-

ufacturers, regulators, and end-users. The findings advocate for a better integrated approach to

IoT security, where manufacturers are held accountable for implementing robust security mea-

sures and users are educated on the importance of securely configuring their devices. Further

research should focus on exploring legislative enhancements to keep pace with the rapid evolution

of IoT technologies, as well as developing automated tools to aid in identifying and mitigating

vulnerabilities in IoT devices with the use of Shodan.
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A Appendix - Full Results

Table A.1: Results
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